CLAYGATE PARISH COUNCIL

DISCIPLINARY POLICY

Introduction

=

This policy is based on and complies with the 2015 ACAS Code of Practice.

It also takes into account the ACAS quide on discipline and grievances at work.

The policy is designed to help council employees improve unsatisfactory conduct and
performance in their jobs. Wherever possible, the council will try to resolve its
concerns about employees’ behaviour informally, without starting the formal
procedure set out below.

The policy will be applied fairly, consistently and in accordance with the Equality Act
2010.

This policy confirms:

¢ Informal coaching and supervision will be considered, where appropriate, to
improve conduct and/or attendance.

e The council will fully investigate the facts of each case.

¢ The council recognises that misconduct and unsatisfactory work performance are
different issues. The disciplinary policy will also apply to work performance issues
to ensure that all alleged instances of employees’ underperformance are dealt
with fairly and in a way that is consistent with required standards. However, the
disciplinary policy will only be used when performance management proves
ineffective. For more information, see ACAS Performance Management.

o Employees will be informed in writing about the nature of the complaint against
them and given the opportunity to state their case.

¢ Employees will be provided, where appropriate, with written copies of evidence
and relevant witness statements in advance of a disciplinary hearing.

o Employees may be accompanied or represented by a companion — a workplace
colleague, a trade union representative or a trade union official - at any
investigatory, disciplinary or appeal meeting. The companion is permitted to
address such meetings, to put the employee's case and confer with the
employee. The companion cannot answer questions put to the employee,
address the meeting against the employee’s wishes or prevent the employee
from explaining their case.

e The council will give employees reasonable notice of any meetings in this
procedure. Employee must make all reasonable efforts to attend. Failure to
attend any meeting may result in it going ahead and a decision being taken. An
employee who does not attend a meeting will be given the opportunity to be
represented and to make written submissions.



https://www.acas.org.uk/acas-code-of-practice-on-disciplinary-and-grievance-procedures
https://www.acas.org.uk/discipline-and-grievance
https://www.acas.org.uk/performance-management

¢ |f the employee’s companion is not available for the proposed date of the
meeting, the employee can request a postponement and can propose an
alternative date that is within seven calendar days of the original meeting date,
unless it is unreasonable not to propose a later date.

¢ Any changes to specified time limits in the council’s procedure must be agreed to
by the employee and the council.

¢ Information about an employee’s disciplinary matter will be restricted to those
involved in the disciplinary process. A record of the reason for disciplinary action
and the action taken by the council is confidential to the employee. The
employee’s disciplinary records will be held by the Council in accordance with the
General Data Protection Regulation (GDPR).

e Audio or video recordings of the proceedings at any stage of the disciplinary
procedure are prohibited, unless agreed by all affected parties as a reasonable
adjustment that takes account of an employee’s medical condition.

o Employees have the right to appeal against any disciplinary decision. The appeal
decision is final.

¢ If an employee who is already subject to the council’s disciplinary procedure
raises a grievance, the grievance will normally be heard after the completion of
the disciplinary procedure.

¢ Disciplinary action taken by the council can include a written warning, a final
written warning or dismissal.

e This procedure may be implemented at any stage if the employee's alleged
misconduct warrants this.

o Except for gross misconduct, when an employee may be dismissed without
notice, the council will not dismiss an employee on the first occasion that it
decides there has been misconduct.

e If an employee is suspended following allegations of misconduct, it will be on full
pay and only for such time as is necessary. Suspension is not a disciplinary
sanction. The council will write to the employee to confirm any period of
suspension and the reasons for it.

e The council may consider mediation at any stage of the disciplinary procedure
where appropriate (for example, where there have been communication
breakdowns or allegations of bullying or harassment). Mediation is a dispute
resolution process that requires the consent of affected parties.

Examples of misconduct

6.

Misconduct is employee behaviour that can lead to the employer taking disciplinary
action. The following list contains some examples of misconduct (the list is not
exhaustive):

e Unauthorised absence.

e Poor timekeeping.

e Misuse of the council’s resources and facilities, including telephone, email and
internet.

e Inappropriate behaviour.

o Refusal to follow reasonable instructions.



e Breach of health and safety rules.

Examples of gross misconduct

7. Gross misconduct is misconduct that is so serious that it is likely to lead to dismissal
without notice. The following list contains some examples of gross misconduct (the
list is not exhaustive):

e Bullying, discrimination and harassment.

e Incapacity at work because of alcohol or drugs.

¢ Violent behaviour.

e Fraud or theft.

e Gross negligence.

e Gross insubordination.

e Serious breaches of council policies and procedures, e.g. the Health and Safety
Policy, Equality and Diversity Policy, Data Protection Policy and any policies
regarding the use of information technology.

e Serious and deliberate damage to property.

o Use of the internet or email to access pornographic, obscene or offensive
material.

o Disclosure of confidential information.

Suspension

8. If allegations of gross misconduct or serious misconduct are made, the council may
suspend the employee while further investigations are carried out. Suspension will be
on full pay. Suspension does not imply any determination of guilt or innocence, as it
is merely a measure to enable further investigation.

9. While on suspension, the employee is required to be available during normal hours of
work in the event that the council needs to make contact. The employee must not
contact or attempt to contact or influence anyone connected with the investigation in
any way or discuss this matter with any other employee or councillor.

10. The employee must not attend work. The council will make arrangements for the

employee to access any information or documents required to respond to any
allegations.

Examples of unsatisfactory work performance

11.

The following list contains some examples of unsatisfactory work performance (the
list is not exhaustive):

¢ Inadequate application of management instructions/office procedures.
e Inadequate IT skills.

¢ Unsatisfactory management of staff.

e Unsatisfactory communication skills.



12.

13.

14.

Preliminary enquiries. The council may make preliminary enquiries to establish the
basic facts of what has happened in order to understand whether there may be a
case to answer under the disciplinary procedure.

If the employee’s manager believes there may be a disciplinary case to answer, the
council may initiate a more detailed investigation undertaken to establish the facts of
a situation or to establish the perspective of others who may have witnessed
misconduct.

Informal Procedures. Where minor concerns about conduct become apparent, it is
the manager's responsibility to raise this with the employee and clarify the
improvements required. A file note will be made and kept by the manager. The
informal discussions are not part of the formal disciplinary procedure. If the conduct
fails to improve, or if further matters of conduct become apparent, the manager may
decide to formalise the discussions and invite the employee to a first stage
disciplinary hearing.

Disciplinary investigation

15.

16.

17.

18.

A formal disciplinary investigation may sometimes be required to establish the facts
and whether there is a disciplinary case to answer.

If a formal disciplinary investigation is required, the Council’s staffing committee will
appoint an Investigator who will be responsible for undertaking a fact-finding exercise
to collect all relevant information. The Investigator will be independent and will
normally be a councillor. If the staffing committee considers that there are no
councillors who are independent (for example, because they all have direct
involvement in the allegations about the employee), it will appoint someone from
outside the Council. The Investigator will be appointed as soon as possible after the
allegations have been made. The staffing committee will inform the Investigator of
the terms of reference of the investigation. The terms of reference should specify:

e The allegations or events that the investigation is required to examine.

e Whether a recommendation is required

¢ How the findings should be presented. For example, an investigator will often
be required to present the findings in the form of a written report.

e Who the findings should be reported to and who to contact for further
direction if unexpected issues arise or advice is needed.

The Investigator will be asked to submit their findings, usually within 35 Calendar
days of appointment, where possible. In cases of alleged unsatisfactory performance
or of allegations of minor misconduct, the appointment of an investigator may not be
necessary and the Council may decide to commence disciplinary proceedings at the
next stage - the disciplinary meeting (see paragraph 22).

The Staffing Committee will notify the employee in writing of the alleged misconduct
and details of the person undertaking the investigation. The employee may be asked
to meet an investigator as part of the disciplinary investigation. The employee will be
given sufficient notice of the meeting with the Investigator so that they have a



19.

20.

21.

22.

23.

24,

reasonable time to prepare for it. The letter will explain the investigatory process and
that the meeting is part of that process. The employee will be provided with a copy of
the council’s disciplinary procedure. The council will also inform the employee that
when they meet with the Investigator, they will have the opportunity to comment on
the allegations of misconduct.

Employees may be accompanied or represented by a workplace colleague, a trade
union representative or a trade union official at any investigatory meeting.

If there are other persons (e.g. employees, councillors, members of the public or the
council’s contractors) who can provide relevant information, the Investigator should
try to obtain it from them in advance of the meeting with the employee.

The Investigator has no authority to take disciplinary action. Their role is to establish
the facts of the case as quickly as possible and prepare a report that recommends to
the Staffing Committee whether or not disciplinary action should be considered under
the policy.

The Investigator’s report will contain their recommendations and the findings on
which they were based. They will recommend either:

e The employee has no case to answer, and there should be no further action
under the council’s disciplinary procedure.

e The matter is not serious enough to justify further use of the disciplinary
procedure and can be dealt with informally.

e The employee has a case to answer, and a formal hearing should be
convened under the council’s disciplinary procedure.

The Investigator will submit the report to the staffing committee, which will decide
whether there is no case to answer; the matter should be considered informally, or a
formal Disciplinary Hearing should be convened. If the Investigator is a member of
the Committee making the decision, they should recuse themselves from any formal
votes or decision-making regarding their findings as to whether there is a case to
answer at a Disciplinary Hearing.

If the council decides that it will not take disciplinary action, it may consider whether
mediation would be appropriate in the circumstances.

The disciplinary meeting

25.

26.

If the Staffing Committee decides that there is a case to answer, it will appoint a
staffing sub-committee of three councillors to formally hear the allegations. The
staffing sub-committee will appoint a Chair from one of its members. The Investigator
shall not sit on the sub-committee. The staffing sub-committee will be given the
delegated authority to make a decision in relation to the Disciplinary.

No councillor with direct involvement in the matter shall be appointed to the sub-
committee. The employee will be invited, in writing, to attend a disciplinary meeting.
The sub—committee’s letter will confirm the following:



e The names of its chair and the other two members.

o Details of the alleged misconduct, its possible consequences and the
employee’s statutory right to be accompanied at the meeting.

e A copy of the information provided to the sub-committee, which may include
the investigation report, supporting evidence and a copy of the Council’s
disciplinary procedure.

e The time and place for the meeting. The employee will be given reasonable
notice of the hearing so that they have sufficient time to prepare for it.

o Whether witnesses may attend on the employee’s and the council’s behalf,
and if they may, both parties should inform each other of their witnesses’
names at least two working days before the meeting.

¢ The employee may be accompanied by a companion - a workplace
colleague, a trade union representative or a trade union official.

27. The purpose of the disciplinary meeting hearing is for the allegations to be put to the
employee and then for the employee to give their perspective. It will be conducted as
follows:

e The chair will introduce the members of the sub-committee to the employee
and explain the arrangements for the hearing.

e The chair will set out the allegations and invite the Investigator to present the
findings of the investigation report (if there has been a previous investigation).

¢ The chair will invite the employee to present their account.

e The employee (or the companion) will set out their case and present evidence
(including any witnesses and/or witness statements).

¢ Any member of the sub-committee and the employee (or the companion) may
question the Investigator and any witness.

e The employee (or companion) will have the opportunity to sum up.

28. The chair will provide the employee with the sub-committee’s decision with reasons,
in writing, within 7 calendar days of the meeting. The chair will also notify the
employee of the right to appeal the decision in the event that formal action is taken.

29. The disciplinary meeting may be adjourned to allow matters that were raised during
the meeting to be further investigated by the sub-committee.

Disciplinary action

30. If the sub-committee decides that there should be disciplinary action, it may be any of
the following:

First written warning:

31. If the employee’s conduct has fallen below acceptable standards, a first written
warning will be issued. A first written warning will set out:

e The reason for the written warning, the improvement required (if appropriate)
and the time period for improvement.



e That further misconduct/failure to improve will result in more serious
disciplinary action.

o The employee’s right of appeal.

e That a note confirming the written warning will be placed on the employee’s
personnel file, that a copy will be provided to the employee and that the
warning will remain in force for a specified period of time (e.g. 12 months).

Final written warning:

32. If the offence is sufficiently serious, or if there is further misconduct or a failure to
improve sufficiently during the currency of a prior warning, the employee will be given
a final written warning. A final written warning will set out:

e The reason for the final written warning, the improvement required (if
appropriate) and the time period for improvement.

e That further misconduct/failure to improve will result in more serious
disciplinary action up to and including dismissal.

e The employee’s right of appeal.

e That a note confirming the final written warning will be placed on the
employee’s personnel file, that a copy will be provided to the employee and
that the warning will remain in force for a specified period of time (e.g. 12
months).

Dismissal:

33. The council may dismiss:

e For gross misconduct.

¢ |If there is no improvement within the specified time period, in the conduct
which has been the subject of a final written warning.

¢ If another instance of misconduct has occurred and a final written warning
has already been issued and remains in force.

34. The council will consider very carefully a decision to dismiss. If an employee is
dismissed, they will receive a written statement of the reasons for their dismissal, the
date on which the employment will end and details of their right of appeal. If the sub-
committee decides to take no disciplinary action, no record of the matter will be
retained on the employee’s personnel file. Action taken as a result of the disciplinary
meeting will remain in force unless it is modified as a result of an appeal.

The appeal:

35. An employee who is the subject of disciplinary action will be notified of the right of
appeal. Their written notice of appeal must be received by the council within seven
calendar days of the employee receiving written notice of the disciplinary action and
must specify the grounds for appeal.

36. The grounds for appeal include:

e A failure by the council to follow its disciplinary policy.
e The sub-committee did not support the sub-committee’s disciplinary decision.



e The disciplinary action was too severe in the circumstances of the case.
e New evidence has come to light since the disciplinary meeting.

37. Where possible, the appeal will be heard by a panel of 3 members of the staffing
committee who have not previously been involved in the case. This includes the
Investigator. There may be insufficient members of the staffing committee who have
not previously been involved. If so, the appeal panel will be a committee of 3
members of the council who may include members of the staff committee. The
appeal panel will appoint a chair from one of its members.

38. The employee will be notified, in writing, within 14 calendar days of receipt of the
notice of appeal of the time, date and place of the appeal meeting. The employee will
be advised that they may be accompanied by a companion - a workplace colleague,
a trade union representative or a trade union official.

39. At the appeal meeting, the chair will:

¢ Introduce the panel members to the employee.

e Explain the purpose of the meeting, which is to hear the employee’s reasons
for appealing against the disciplinary decision.

e Explain the action that the appeal panel may take.

40. The employee (or companion) will be asked to explain the grounds for appeal.

41. The chair will inform the employee that they will receive the decision and the panel’s
reasons, in writing, usually within five working days of the appeal hearing.

42. The appeal panel may decide to uphold the disciplinary decision of the staffing
committee, substitute a less serious sanction or decide that no disciplinary action is
necessary. If it decides to take no disciplinary action, no record of the matter will be
retained in the employee’s personnel file.

43. If an appeal against dismissal is upheld, the employee will be paid in full for the
period from the date of dismissal and continuity of service will be preserved.

44. The appeal panel’s decision is final.
Important notice

This is an example of an employment policy designed for a small council, adhering to
statutory minimum requirements, and does not constitute legal advice. As with all policies, it
should be consistent with your terms and conditions of employment.

This document was commissioned by the National Association of Local Councils (NALC) for
the purpose of its members. Every effort has been made to ensure that the contents of this
document are correct at the time of publication. NALC cannot accept responsibility for errors,
omissions and changes to information subsequent to publication.



Date of policy: 5 March 2026
Approved by: Full Council
Date for next review:May 2027



CLAYGATE PARISH COUNCIL

GRIEVANCE POLICY

Introduction

1.

This policy is based on and complies with the 2015 ACAS Code of Practice
(http://www.acas.org.uk/index.aspx?articleid=2174.

It also takes account of the ACAS guide on discipline and grievances at work.
https://www.acas.org.uk/media/1043/Discipline-and-grievances-at-work-The-Acas-
guide/pdf/DG_Guide Feb 2019.pdf ).

It also takes into account relevant law affecting Councils.

It aims to encourage and maintain good relationships between the Council and its
employees by treating grievances seriously and resolving them as quickly as possible.
It sets out the arrangements for employees to raise their concerns, problems or
complaints about their employment with the Council. The policy will be applied fairly,
consistently and in accordance with the Equality Act 2010.

Many problems can be raised and settled during the course of everyday working
relationships. Employees should aim to settle most grievances informally with their line
manager.

This policy confirms:

e employees have the right to be accompanied or represented at a grievance
meeting or appeal by a companion who can be a workplace colleague, a trade
union representative or a trade union official. This includes any meeting held with
them to hear about, gather facts about, discuss, consider or resolve their
grievance. The companion will be permitted to address the grievance/appeal
meetings, to present the employee's case for their grievance/appeal and to confer
with the employee. The companion cannot answer questions put to the employee,
address the meeting against the employee’s wishes or prevent the employee from
explaining their case.

e the Council will give employees reasonable notice of the date of the
grievance/appeal meetings. Employees and their companions must make all
reasonable efforts to attend. If the companion is not available for the proposed
date of the meeting, the employee can request a postponement and can propose
an alternative date that is within five working days of the original meeting date
unless it is unreasonable not to propose a later date

e any changes to specified time limits must be agreed by the employee and the
Council

e an employee has the right to appeal against the decision about their grievance.
The appeal decision is final

e information about an employee’s grievance will be restricted to those involved in
the grievance process. A record of the reason for the grievance, its outcome and
action taken is confidential to the employee. The employee’s grievance records


http://www.acas.org.uk/index.aspx?articleid=2174
https://www.acas.org.uk/media/1043/Discipline-and-grievances-at-work-The-Acas-guide/pdf/DG_Guide_Feb_2019.pdf
https://www.acas.org.uk/media/1043/Discipline-and-grievances-at-work-The-Acas-guide/pdf/DG_Guide_Feb_2019.pdf

will be held by the Council in accordance with the General Data Protection
Regulation (GDPR)

audio or video recordings of the proceedings at any stage of the grievance
procedure are prohibited, unless agreed by all affected parties as a reasonable
adjustment that takes account of an employee’s medical condition

if an employee who is already subject to a disciplinary process raises a grievance,
the grievance will normally be heard after completion of the disciplinary procedure
if a grievance is not upheld, no disciplinary action will be taken against an
employee if they raised the grievance in good faith

the Council may consider mediation at any stage of the grievance procedure
where appropriate, (for example where there have been communication
breakdowns or allegations of bullying or harassment). Mediation is a dispute
resolution process which requires the consent of affected parties

Employees can only use all stages of the grievance procedure if the complaint is
not a code of conduct complaint about a councillor. Employees can use the
informal stage of the council’s grievance procedure (paragraph 4) to deal with all
grievance issues, including a complaint about a councillor Employees cannot use
the formal stages of the council’s grievance procedure for a code of conduct
complaint about a councillor. If the complaint about the councillor is not resolved
at the informal stage, the employee can contact the monitoring officer of
Elmbridge Borough Council who will inform the employee whether or not the
complaint can be dealt with under the code of conduct. If it does not concern the
code of conduct, the employee can make a formal complaint under the council’s
grievance procedure (see paragraph 5)

the Council may engage external investigators, grievance or appeal panels for the
purposes of the process.

If the grievance is a code of conduct complaint against a councillor, the employee
cannot proceed with it beyond the informal stage of the council’s grievance
procedure. However, whatever the complaint, the council has a duty of care to its
employees. It must take all reasonable steps to ensure employees have a safe
working environment, for example by undertaking risk assessments, by ensuring
staff and councillors are properly trained and by protecting staff from bullying,
harassment and all forms of discrimination

If an employee considers that the grievance concerns their safety within the
working environment, whether or not it also concerns a complaint against a
councillor, the employee should raise these safety concerns with their line
manager at the informal stage of the grievance procedure. The council will
consider whether it should take further action in this matter in accordance with any
of its employment policies (for example its health and safety policy or its dignity at
work policy) and in accordance with the code of conduct regime

Informal grievance procedure

7.

The Council and its employees benefit if grievances are resolved informally and as
quickly as possible. As soon as a problem arises, the employee should raise it with
their manager to see if an informal solution is possible. Both should try to resolve the

matter at this stage. If the employee does not want to discuss the grievance with their

manager (for example, because it concerns the manager), the employee should

2



contact the Chairman of the staffing committee or, if appropriate, another member of
the staffing committee. If the employee’s complaint is about a councillor, it may be
appropriate to involve that councillor at the informal stage. This will require both the
employee’s and the councillor's consent.

Formal grievance procedure

8.

If it is not possible to resolve the grievance informally and the employee’s complaint is
not one that should be dealt with as a code of conduct complaint (see above), the
employee may submit a formal grievance. It should be submitted in writing to the
Chairman of the staffing committee.

The staffing committee will appoint a sub-committee of 3 members to hear the
grievance in the event that the grievance is raised by or relates to the Clerk. Where the
grievance is not raised by or relates to the Clerk, the staffing committee may appoint
the Clerk to hear the Grievance. The sub-committee will appoint a Chairman from one
of its members. No councillor with direct involvement in the matter shall be appointed
to the sub-committee.

Investigation

10.

11.

If the sub-committee decides that it is appropriate, (e.g. if the grievance is complex), it
may appoint an investigator to carry out an investigation before the grievance meeting
to establish the facts of the case. The investigator may be an appropriate employee,
Councillor or external party. The investigation may include interviews (e.g. the
employee submitting the grievance, other employees, councillors or members of the
public).

The investigator will summarise their findings (usually within an investigation report)
and present their findings to the sub-committee.

Notification

12.

Within 14 calendar days of the Council receiving the employee’s grievance (this may
be longer if there is an investigation), the employee will normally be asked, in writing,
to attend a grievance meeting. The written notification will include the following:

o the names of its Chairman and other members

o the date, time and place for the meeting. The employee will be given reasonable
notice of the meeting which will normally be within 35 calendar days of when the
Council received the grievance

o the employee’s right to be accompanied by a workplace colleague, a trade union
representative or a trade union official

o a copy of the Council’s grievance policy

o confirmation that, if necessary, withesses may attend (or submit witness
statements) on the employee’s behalf and that the employee should provide the
names of their withesses as soon as possible before the meeting

o confirmation that the employee will provide the Council with any supporting
evidence in advance of the meeting, usually with at least two days’ notice

o findings of the investigation if there has been an investigation



o an invitation for the employee to request any adjustments to be made for the
hearing (for example where a person has a health condition).

The grievance meeting

13.

14.

At the grievance meeting:

) the Chairman will introduce the members of the sub-committee to the employee

o the employee (or companion) will set out the grievance and present the evidence

o the Chairman will ask the employee questions about the information presented
and will want to understand what action does they wants the Council to take

o any member of the sub-committee and the employee (or the companion) may
guestion any witness

o the employee (or companion) will have the opportunity to sum up the case

o a grievance meeting may be adjourned to allow matters that were raised during
the meeting to be investigated by the sub-committee.

The Chairman will provide the employee with the sub-committee’s decision, in writing,
usually within 7 calendar days of the meeting though may be longer e.g. where further
investigations are required. The letter will notify the employee of the action, if any, that
the Council will take and of the employee’s right to appeal.

The appeal

15.

16.

17.

18.

If an employee decides that their grievance has not been satisfactorily resolved by the
sub-committee, they may submit a written appeal to the staffing committee. An appeal
must be received by the Council within 7 calendar days of the employee receiving the
sub-committee’s decision and must specify the grounds of appeal.

Appeals may be raised on a number of grounds, e.qg.:

o a failure by the Council to follow its grievance policy

o the decision was not supported by the evidence

o the action proposed by the sub-committee was inadequate/inappropriate
o new evidence has come to light since the grievance meeting.

The appeal will be heard by a panel of three members of the staffing committee who
have not previously been involved in the case. There may be insufficient members of
the staffing committee who have not previously been involved. If so, the appeal panel
will be a committee of three Council members who may include members of the
staffing committee. The Council may engage external parties if there are insufficient
councillors to form the panel. The appeal panel will appoint a Chairman from one of its
members.

The employee will be notified, in writing, usually within 14 calendar days of receipt of
the appeal of the time, date, and place of the appeal meeting. The meeting will
normally take place within 35 calendar days of the Council’s receipt of the appeal. The
employee will be advised that they may be accompanied by a workplace colleague, a
trade union representative or a trade union official.



19. At the appeal meeting, the Chairman will:

) introduce the panel members to the employee

) explain the purpose of the meeting, which is to hear the employee’s reasons for
appealing against the decision of the staffing sub-committee

) explain the action that the appeal panel may take.

20. The employee (or companion) will be asked to explain the grounds of appeal.

21. The Chairman will inform the employee that they will receive the decision and the
panel’s reasons, in writing, and when they are likely to receive the letter. This may be
within 14 calendar days of the appeal meeting, however, will be longer where further
investigations are required.

22. The appeal panel may decide to uphold the decision of the staffing committee or
substitute its own decision.

23. The decision of the appeal panel is final.

Date of policy: 5 March 2026
Approved by: Full Council

Date for next review: May 2027



DRAFT
Claygate Parish Council IT and Email Policy

1. Introduction

Claygate Parish Council recognises the importance of effective and secure
information technology (IT) and email usage in supporting its business, operations,
and communications.

This policy outlines the guidelines and responsibilities for the appropriate use of IT
resources and email by councillors, employees, volunteers, and contractors.

All staff and councillors are responsible for the safety and security of Claygate Parish
Council’s IT and email systems. By adhering to this policy, Claygate Parish Council
aims to create a secure and efficient IT environment that supports its mission and
goals.

2. Scope

This policy applies to all individuals - councillors, employees, volunteers, and
contractors - who use Claygate Parish Council’s IT resources, including computers,
networks, software, mobile devices, telephones, data, and email accounts.

3. Related Policies

This policy should be read in conjunction with the Council’s Data protection Policy,
Disciplinary Policy, Communications and Social media Policy and any other relevant
policies.

4. Acceptable use of IT resources

Claygate Parish Council IT resources are provided for Council purposes only. All
computer and electronic hardware should be treated with good care at all times. All
portable equipment must be stored safely and securely when not in use.

Unauthorised installation of software on authorised devices, including personal
software, is strictly prohibited due to security concerns.

Mobile devices provided by Claygate Parish Council should be secured with
passcodes and/or biometric authentication. When working remotely, users should
follow the same security practices as if they were in the office.

5. Use of own devices

The Council recognises that some councillors may wish to use their own
smartphones, tablets, laptops etc for normal council purposes, including, but not
limited to, reading their emails, accessing documents stored on the council’s network
or to store data on the council’s server or access data in other services.



Any such use of personal devices will be at the discretion of the council, but consent
for standard systems (MS Windows, Mac OS X, etc) will normally be permitted. Such
devices should be kept up to date so that any vulnerabilities in the operating system

or other software on the device are appropriately patched or updated.

Personal data relating to councillors, staff, and other authorised users, associates,
residents or external stakeholders” should not be saved to any personal accounts
with third-party storage cloud service providers as this may breach data protection
legislation or create a security risk if the device is lost or stolen.

Personal information and sensitive data should never be saved on councillors’, staff,
or other authorised users own devices as this may breach confidentiality
agreements, especially if the device is used by other people from time to time.

6. Data management and security

All sensitive and confidential Claygate Parish Council data should be stored and
transmitted securely using approved methods. Regular data backups should be
performed to prevent data loss, and secure data destruction methods should be
used when necessary.

7. Password and account security

Claygate Parish Council users are responsible for maintaining the security of their
accounts and passwords. Multi-factor authentication should be enabled where
possible. Passwords should be strong, stored in an encrypted password manager
and not shared with others. Regular password changes are encouraged to enhance
security.

8. Email communication

All email communication on council-related business must use an official Claygate
Parish Council email address using the council-owned domain ie.

name@claygateparishcouncil.gov.uk

The use of free email services (gmail, hotmail, yahoo, etc) is prohibited for council
business.

Be cautious with attachments and links to avoid phishing and malware. Verify the
source before opening any attachments or clicking on links.

Email mail accounts provided by Claygate Parish Council are for official
communication only. Emails should be professional and respectful in tone.
Confidential or sensitive information must not be sent via email unless it is
encrypted.

On occasion, it will be quicker to action an issue by telephone or face to face, rather
than via protracted email chains. Emails should not be used as a substitute for face



to face or telephone conversations. Councillors and staff should decide which is the
optimum channel of communication to complete their tasks quickly and effectively.

9. Email monitoring

Claygate Parish Council reserves the right to monitor email communications to
ensure compliance with this policy and relevant laws. Monitoring will be conducted in
accordance with the Data Protection Act and GDPR.

10. Retention and archiving

Emails should be retained and archived in accordance with legal and regulatory
requirements. Regularly review and delete unnecessary emails to maintain an
organised inbox.

11. Reporting security incidents

All suspected security breaches or incidents should be reported immediately to the
designated IT point of contact for investigation and resolution. Report any email-
related security incidents or breaches to the IT administrator immediately.

12. Training and awareness

Staff and councillors will receive regular training on IT security, GDPR, best
practices, privacy concerns, and technology updates.

13. Compliance and consequences

Breach of this IT and Email Policy may result in the suspension of IT privileges and
further consequences, including disciplinary proceedings, as deemed appropriate.

14. Policy review

This policy will be reviewed annually to ensure its relevance and effectiveness.
Updates may be made to address emerging technology trends and security
measures.

Date adopted:

Review date:
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